MEMORANDUM OF UNDERSTANDING

BETWEEN

THE GOVERNMENT OF THE UNITED KINGDOM OF GREAT BRITAIN

AND NORTHERN IRELAND

AND

THE GOVERNMENT OF THE REPUBLIC OF BULGARIA

ON THE EXCHANGE AND MUTUAL PROTECTION OF DEFENCE CLASSIFIED INFORMATION
INTRODUCTION

The Government of the United Kingdom of Great Britain and Northern Ireland and the Government of the Republic of Bulgaria (hereinafter referred to as the “Participants”),

Having decided to hold talks on political and security-related issues and to broaden and tighten their political, military and economic co-operation,
Being aware of the changes in the political situation in the world and recognising the important role of their mutual co-operation for the stabilisation of peace, international security and mutual confidence,

Realising that good co-operation may require the exchange of defence classified information (hereinafter referred to as classified information) between the Participants,
Desiring to create a set of rules regulating the mutual protection of classified information applicable to any future arrangements for co-operation and classified contracts which may be implemented between the Participants, containing or involving classified information,

Have  reached the following understandings:

Section 1

Definitions 
 For the purposes of this  Memorandum, 

a.
“classified information” means:
(1) for the United Kingdom: defence classified information, document or material so designated by a security classification the unauthorised disclosure of which could cause prejudice to the interests of the United Kingdom
(2) for the Republic of Bulgaria: all legally defined classified information generated for the purposes of defence co-operation, defence research, defence industry  and defence procurement, the unauthorised access to which, could threaten or harm the interests of the Republic of Bulgaria related to its national security, defence, foreign policy or protection of the constitutional order.

 b.
“classified document” means any recorded classified information, regardless of its physical form and characteristics, including the following carriers: handwritten or typed paper, seals, applications used for processing data, maps, tables, photographs, pictures, pigmentation, engravings, drawings or parts thereof, sketches, rough copies, notes, carbon copies, ink ribbons or for reproducing by any means or process sounds, voices, magnetic or video or electronic or optical recordings in any form, as well as portable Automatic Data Processing equipment with a fixed or removable data storage carrier, etc.

c.
“classified material” means any technical item, equipment, installation, device or weapon either manufactured or in a process of manufacture, as well as the components used for their manufacture, containing classified information.

d.
 “receiving Participant” means the Participant, as represented by its appropriate Competent Authority, to which classified information is transferred.

e.
 “originating Participant” means the Participant, as represented by its appropriate Competent Authority, that creates classified information.

f.
 “Competent Authority” means the authority which in compliance with the national legislation of the respective Participant is responsible for the protection of classified information and for the implementation of the provisions of this Memorandum. Such authorities are listed in Section 5 of this Memorandum.

g.
 “contractor” means an individual or a legal entity possessing the legal capacity to conclude contracts and/or a party to a classified contract under the provisions of this Memorandum. 
h.
 “classified contract” means an agreement between two or more organisations creating and defining enforceable rights and obligations between them, which contains or provides for access to classified information.

i. “organisation” means an individual or a legal entity that takes part in relevant co-operative activities or in implementation of contracts to which this Memorandum will be applied.

j.
 “third party” means an international organization or  state which is not a Participant in this  Memorandum or an individual who is not a citizen of either of the Participants’ states and who, subject to the provisions of Section 4, par. 3 does not have “a need-to-know” and authorization for access.
Section 2

Objective

The objective of this Memorandum is to ensure the protection of classified information that is exchanged either directly or indirectly between the Participants.

Section 3

Security Classifications
The Participants accept that the following security classification levels are equivalent and correspond to the security classification levels specified in the national legislation or regulations of the respective Participant

United Kingdom
Republic of Bulgaria


UK TOP SECRET 
СТРОГО СЕКРЕТНО (STROGO SEKRETNO)


UK SECRET 
СЕКРЕТНО (SEKRETNO)


UK CONFIDENTIAL


ПОВЕРИТЕЛНО (POVERITELNO)




UK RESTRICTED


ЗА СЛУЖЕБНО ПОЛЗВАНЕ (ZA SLUZHEBNO POLZVANE)



Section 4
Measures for the Protection of Classified Information 
(1) In compliance with their national legislation, the Participants will implement all appropriate measures for the protection of classified information which is transferred under this Memorandum or created in connection with a classified contract. The same level of protection will be ensured for such classified information as is provided for national classified information, with the  equivalent security classification level. 

(2) The  Participants   will inform each other without delay of any significant changes in the national legislation affecting the protection of classified information. In such cases, the Participants will inform each other in compliance with Section 5 (3) in order to discuss possible amendments to this Memorandum. Meanwhile, the classified information will be protected according to the provisions of the Memorandum, unless other arrangements are made in writing.      

(3) No one will be permitted access to classified information on the grounds of their rank, official position or security clearance. Access to classified information will be limited only to those persons who have  an appropriate security clearance in accordance with the national legislation of the respective Participant and whose official duties require such access, in keeping with the ‘need to know’ principle.

(4) The originating Participant will ensure that the receiving  Participant is informed of:

a. the security classification of the information and any conditions of release or limitations on its use, and that such information is so marked;

b.  any subsequent change in security classification.

(5) The receiving Participant will:
a. not disclose or permit the disclosure of classified information to a third party,  without the prior written consent of the originating Participant;

b. afford classified information a security classification level equivalent to that provided by the originating Participant;

c. not use or permit the use of classified information for purposes other than those for which it has been provided;  
d. observe the private rights such as patent rights, copyrights or trade secrets that are involved in classified information. 
Section 5

Competent Authorities

(1) The Competent Authorities of the Participants are:

a.
for the United Kingdom

for policy

Director of Defence Security

Ministry of Defence

St Giles Court

1-13 St Giles High Street

London. WC2H 8LD

for implementation of the activities under this Memorandum 

Defence Procurement Agency - FMG2

Ministry of Defence

Poplar 1

Abbey Wood

Bristol BS34 8JH

b. for the Republic of Bulgaria

for policy

State Commission on Information Security

Angel Kancev 1 Street

Sofia

for implementation of the activities under this Memorandum 

Security Service Military Police and Military Counterintelligence 

Totleben 34 blvd.

Sofia 

(2) After this Memorandum enters into effect the Competent Authorities for policy will exchange letters that identify the responsibilities of each Competent Authority with regard to this Memorandum.

(3)  In order to achieve and maintain comparable standards of security, the appropriate Competent Authority of each Participant will, on request, provide the other with information about the security standards, procedures and practices for protection of classified information employed by their respective Participant and, as necessary, may hold meetings to discuss such procedures for protection of classified information.

Section 6

Transfer of Classified Information

(1) Classified information at the UK TOP SECRET/СТРОГО СЕКРЕТНО level will only be transferred by means of diplomatic or military couriers.

(2) Classified information at the UK CONFIDENTIAL /UK SECRET ПОВЕРИТЕЛНО/СЕКРЕТНО  level will normally be transferred by means of diplomatic or military couriers or by other means satisfying the requirements of the national regulations or legislation of the Participants. 
(3) Classified information may be transmitted only via protected telecommunication systems, networks or other electromagnetic methods by encryption systems approved by the  competent Authorities according to the national regulations or legislation of each  Participant. 

(4) Other means of transfer of classified information may be used only if approved by the appropriate Competent Authority of each Participant.

(5) In the event of transferring a large consignment containing classified information, the appropriate Competent Authorities of the Participant will mutually determine and approve the means of transportation, the route and the security measures.

(6) Classified information at the UK RESTRICTED/ ЗА СЛУЖЕБНО ПОЛЗВАНЕ level will be transmitted in accordance with the national regulations or legislation of the originating Participant.

Section 7 

Translation, Reproduction, Destruction

(1) Classified documents marked with a classification level UK TOP SECRET/СТРОГО СЕКРЕТНО will be translated or copied only by written permission of the appropriate Competent Authority of the originating Participant.

(2) Translations of classified information will be made only by individuals who have appropriate security clearance. Such translations will bear an appropriate security classification marking and a suitable annotation in the language of translation indicating that the translated material contains classified information of the originating Participant.

(3) When classified information is reproduced, all original security markings thereon will also be reproduced or marked on each copy. Such reproduced information will be placed under the same control as the original information. The number of copies will be limited to that required for official purposes.

(4) Classified information, material or documents will be destroyed or mutilated insofar as to prevent its reconstruction in whole or in part.

(5) The originating Participant may expressly prohibit reproduction, alteration or destruction of classified information, material or documents  by marking it with an appropriate marking or sending subsequent written notice. In such cases, the classified information, material or documents   will be returned to the originating Participant when no longer required.

(6) UK TOP SECRET/СТРОГО СЕКРЕТНО information will not be destroyed without the approval of the originating Participant. If requested it will be returned to the appropriate Competent Authority of the originating Participant.

Section 8


Classified Contracts

(1) Classified contracts will be concluded and implemented in accordance with national regulations or legislation of each Participant. Upon request the appropriate Competent Authority of each Participant will furnish information whether a proposed contractor has been issued a national security clearance, corresponding to the required security classification level. If the proposed contractor does not hold a security clearance the appropriate Competent Authority of a Participant may request for that contractor to be security cleared.

(2) A security annex will be an integral part of each classified contract or sub-contract. In this annex the contractor or the originating Participant will specify which classified information will be released to or generated as a consequence of the contract by the receiving Participant, and which corresponding classification level must be assigned to this information.

The contractor’s obligation to protect the classified information will, in all cases, refer, at least, to the following:


a. an obligation that the contractor will disclose the classified information only to a person who has been previously cleared for access with regard to the relevant contract activities, who has “need-to-know” and who is employed on or engaged in the carrying out of the contract;


b. refusal of access to classified information to any person who has not been previously cleared for access with regard to the relevant contract activities, who has no “need-to-know” and who is not employed on or engaged in the carrying out of the contract;


c. the channels to be used for the transfer of the classified information;


d. the procedures and mechanisms for communicating the changes that may arise in respect of classified information either because of changes in its security classification or because protection is no longer necessary;


e. the procedure for the approval of visits, access or inspection by personnel of one  Participant to facilities of the other Participant which are covered by the contract; 


f. an obligation to notify the contractor’s Competent Authority of any  actual, attempted or suspected unauthorised access to classified information of the contract;


g. usage of the classified information under the contract only for the purposes related to the subject matter of the contract;


h. strict adherence to the procedures for destruction of the classified information and material;


i. provision of classified information under the contract to any third party only with the explicit consent of the originating Participant. 
(3) The measures required for the protection of classified information as well as the procedure for assessment of and indemnification for possible losses caused to the contractors by unauthorised access to classified information should be specified in more detail in the respective classified contract.

(4) Contracts placed with contractors involving classified information at UK RESTRICTED/ ЗА СЛУЖЕБНО ПОЛЗВАНЕ levels will contain an appropriate clause identifying the minimum measures to be applied for the protection of such classified information. Contractors do not require a security clearance to receive UK RESTRICTED/  ЗА СЛУЖЕБНО ПОЛЗВАНЕ information.

Section 9

Visits
(1) The prior approval of the appropriate Competent Authority of the host Participant will be required in respect of visitors, including those on detached duty from the other Participant, where access to classified information or to defence establishments/defence contractor premises engaged in classified work is necessary. Requests for such visits will be submitted through the respective Embassies to the host Participant’s appropriate Competent Authority.

(2) Requests for visits will include the following information:

a. purpose of the visit;

b. details of the working programme;

c. issues containing classified information that are to be discussed and their level of security classification;

d. full name of the proposed visitor, date and place of birth,  nationality and passport number or identity card number;

e. position of the visitor together with the name of the institution or facility which he or she represents;

f. certification of the level of security clearance held by the visitor;

g. full name and address of the facility to be visited;

h. name and position(s) of the person(s) to be visited, if known;

i. dates of the visit.

(3) Any information which may be provided to visiting personnel, or which may come to the notice of visiting personnel, will be treated by them as if such information had been furnished pursuant to the provisions of this Memorandum.

(4) In cases involving a specific project or a particular contract it may, subject to the approval of both Participants, be possible to establish Recurring Visitors Lists. These Lists will be valid for an initial period not exceeding 12 months and may be extended for a further period of time (not to exceed 12 months) subject to the prior approval of the appropriate Competent Authority of each Participant. They should be submitted in accordance with the normal procedures of the host Participant. Once a list has been approved, visit arrangements may be made direct between the facilities involved in respect of listed individuals.

(5) Each Participant will ensure protection of personal data of the visitors, according to the respective national legislation.

Section 10

Breaches of Security

(1) In case of a breach of security that results in actual or possible unauthorised access to or disclosure of classified information which originated or was received from the other Participant, the  appropriate Competent Authority of each Participant in whose state a breach of security occurred will inform the appropriate Competent Authority of the other Participant as soon as possible and carry out the appropriate investigation. The other Participant will, if required, co-operate in the investigation. 

(2) In case the unauthorised access or disclosure occurs in a state other than the states of the Participants, the appropriate Competent Authority of the Participant which transferred the information to a third state will, where possible, take the actions prescribed in paragraph 1 of this section.

(3)  The other Participant will, in all cases,   be informed of the results of the investigation and the measures adopted to prevent a recurrence of the breaches and will receive the final report on the reasons and circumstances of the breach of security. 

Section 11

Expenses

Each Participant will bear the expenses incurred in the course of implementing its own commitments under this Memorandum.

Section 12

Effective Date, Duration, Amendment, Disputes and Termination

(1) This Memorandum is concluded for an indefinite period of time and will enter into effect on the date of the later notice whereby the Participants inform each other of the fulfilment of all internal legal procedures necessary for its entry into effect. 
(2) This Memorandum may be amended on the basis of mutual written consent by both Participants. Such amendments will enter into effect in accordance with paragraph 1 of this Section. 

(3) Either Participant may terminate this Memorandum by giving six months' notice in writing to the other. Notwithstanding the termination of this Memorandum, all classified information transferred pursuant to it will continue to be protected in accordance with the provisions set forth herein, unless and until the originating Participant releases the receiving Participant from this commitment.

(4) Any dispute regarding the interpretation or application of this Memorandum will be resolved only by consultation between the Participants and will not be referred to a national or international tribunal or other third party for settlement.

Section 13

Signature 

The foregoing represents the understandings reached between the Government of the United Kingdom of Great Britain and Northern Ireland and the Government of the Republic of Bulgaria upon matters referred to therein.

Signed in duplicate at _____________ on ________________, in the English  and Bulgarian languages, each text having equal validity. 

For the Government of

the United Kingdom of Great Britain and Northern Ireland 
For the Government of 
the Republic of Bulgaria 
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