                                         AGREEMENT
BETWEEN
THE GOVERNMENT OF THE REPUBLIC OF BULGARIA
AND

THE GOVERNMENT OF THE REPUBLIC OF HUNGARY
     ON THE MUTUAL PROTECTION
       OF CLASSIFIED INFORMATION
The Government of the Republic of Bulgaria and the Government of the Republic of Hungary (hereinafter referred to as the Contracting Parties), in order to mutually safeguard all information which has been classified by either Contracting Party in accordance with its national laws and regulations and that the Contracting Parties exchange through their state institutions, public or private organizations or authorised persons of their states, 

agreed upon the following:

Article 1

Applicability

This Agreement shall encompass all activities in the course of which Classified Information is mutually produced or exchanged between the Contracting Parties, state institutions, public or private organisations and authorised persons under the jurisdiction of their states. 

Article 2

Definitions
For the purpose of this Agreement:

1.
“Classified Information” means any data, regardless of its form of appearance and mode of generation, that requires protection against unauthorised access and which has been classified by either of the Contracting Parties in accordance with its national laws and regulations; 

2.
“Classified Contract” means a contract the performance of which involves the transfer and use of Classified Information or, within the framework of which, Classified Information is produced;
3.
“Contractor” means any natural person, public or private organisation authorised to conclude Classified Contracts;
4.
“Personnel Security Clearance” means a document issued following a vetting procedure carried out in accordance with the national laws and regulations of one of the Contracting Parties, on the basis of which an individual is authorised to have access to and handle Classified Information up to the level defined in the Clearance;
5.
“Facility Security Clearance” means a document issued following a vetting procedure carried out in accordance with the national laws and regulations of one of the Contracting Parties confirming that the Contractor/subcontractor that is a public or private organization is capable of receiving, handling and processing Classified Information in accordance with its relevant national laws and regulations; 

6.
“Originating Party” means the Contracting Party which transfers the Classified Information;
7.
“Receiving Party” means the Contracting Party to which the Classified Information is transferred;

8.
“Third Party” means an international organisation or third state that is not party to this Agreement; 

9.
“Classifier” means a person of the Contracting Party authorised by function or by competence to classify information in accordance with its national laws and regulations;

10.
“Breach of Security” means any act or omission, in violation of the rules governing the protection of Classified Information that results or may result in compromise of security.
11.
“Compromise of Security” means when Classified Information, in whole or in part, comes to the knowledge or possession of an unauthorised person, entity or state or when such risk occurs, or when Classified Information has lost its integrity and/or protection ;
12.
“Need-to-know” means a principle under which an individual can have access to Classified Information only to the extent required to perform his/her official duties and tasks and only within the limits stipulated for the Receiving Party;
13.
“Competent Security Authority” means a state institution that is designated by the Contracting Parties to be responsible for the performance and control of this Agreement in accordance with their national laws and regulations, taking the provisions of Article 5 of this Agreement into consideration.

Article 3

                                             Security Classification Markings
(1)
The following security classification markings of Classified Information under this Agreement shall be equivalent:

	in the Republic of Hungary:
	in the Republic of Bulgaria:
	English equivalent:

	„Szigorúan titkos!”
	CTPOГO CEKPETHO 
	TOP SECRET

	„Titkos!”
	CEKPETHO 
	SECRET

	„Bizalmas!”
	ПOBEPИTEЛHO 
	CONFIDENTIAL

	„Korlátozott terjesztésű!”
	3A CЛУЖEБHO ПOЛ3BAHE 
	RESTRICTED


(2)
The Contracting Parties, having become acquainted with one another‘s national laws and regulations governing the procedural rules of the protection of Classified Information, acknowledge these laws and regulations as providing equivalent protection for their own information with the classification markings set forth in Paragraph (1) of this Article.
Article 4

Principles of the Protection of Classified Information

(1)
The Contracting Parties shall, in accordance with their national laws and regulations and in compliance with this Agreement, take all necessary measures in order to protect all Classified Information transferred, received or produced in the course of their joint activities carried out within the framework of this Agreement.
(2)
The Contracting Parties shall, in accordance with Article 3 of this Agreement, provide an equivalent level of protection to Classified Information defined in Paragraph (1) as provided to their own Classified Information of the same level. 

(3)
Classification of the received Classified Information may be altered solely after receiving the prior written consent of the Classifier of the Originating Party.

(4)
The Competent Security Authorities of the Contracting Parties shall promptly inform one another in writing of any changes in the classification markings of the transferred Classified Information.

(5)
Clear indication shall be made on the transferred Classified Information or on a separate document regarding the classification marking (the level of classification, the validity period, the name and position of the Classifier). Furthermore the Classifier may specify additional handling instructions, which restrict the use of the transferred information. 

(6)
The Receiving Party shall indicate the markings and instructions mentioned in Paragraph (5) also in its official language.

(7)
The Contracting Parties shall inform one other via their Competent Security Authorities of any additional handling instructions mentioned in Paragraph (5) and their alterations and shall comply with them.

(8)
Access to Classified Information marked ПOBEPИTEЛHO/„Bizalmas!”/CONFIDENTIAL and above, locations and facilities where such Classified Information is produced, processed or stored, shall be limited to individuals who have been granted a valid and appropriate Personnel Security Clearance and in case of whom the Need-to-know principle applies.

(9)
Access to Classified Information marked 3A CЛУЖEБHO ПOЛ3BAHE/ „Korlátozott terjesztésű!”/RESTRICTED shall be limited to individuals, in case of whom the Need-to-know principle applies.

(10)
With a view to performing official duties, access to Classified Information marked ПOBEPИTEЛHO/„Bizalmas!”/CONFIDENTIAL         and    above  shall be   limited    to
Contractors that are public or private organizations holding valid and appropriate Facility Security Clearances. 

(11)
The Contracting Parties shall recognise the validity of the Personnel Security Clearances and Facility Security Clearances issued in accordance with their national laws and regulations. The equivalence of the security clearances shall be determined according to Article 3 of this Agreement. 

(12)
Classified Information received within the framework of this Agreement or jointly produced may only be used for the purpose for which it has been transferred or as basis of a joint activity.

(13)
The Contracting Parties may release the received or jointly produced Classified Information to a Third Party only after the prior written consent of the other Contracting Party. The consent shall be requested via the Competent Security Authorities.

Article 5

Competent Security Authorities

(1)
The Contracting Parties shall inform one another of the Competent Security Authorities responsible for the implementation of this Agreement, their tasks and any changes thereof, through diplomatic channels.

(2)
The Competent Security Authorities shall inform one another of any changes in their contact data in writing.

(3)
The Competent Security Authorities shall facilitate joint inspections aimed to ascertain that released Classified Information is sufficiently protected in the state of the Receiving Party.

(4)
The Competent Security Authorities shall promptly inform one another of any changes in their national laws and regulations affecting the protection of Classified Information in writing.
(5)
The Competent Security Authorities are entitled to process the personal data included in the Personnel Security Clearances to the extent necessary for the implementation of this Agreement. Personal data shall be protected in accordance with the national laws and regulations of the Contracting Parties.

Article 6
Copies and Translations of Classified Information

(1)
Copies and translations of Classified Information marked CTPOГO CEKPETHO/„Szigorúan titkos!”/TOP SECRET may only be produced with the prior written consent of the Classifier of the Originating Party, indicating the maximum number of copies.

(2)
With the exception of Classified Information according to Paragraph (1), the number of copies of information of other security classification markings shall be limited to that required for official purposes, unless restricted by the Classifier. 
(3)
Copies and translations of Classified Information shall be protected as originals. 

(4)
All translations of Classified Information – according to the provisions of Paragraph (8) of Article 4 - shall be made by persons holding a valid Personnel Security Clearance. The translated Classified Information shall bear the appropriate security classification marking and a note in the language of translation from which it becomes evident that it contains Classified Information received from the other Contracting Party.

Article 7
Destruction of Classified Information

(1)
Classified Information marked CTPOГO CEKPETHO/„Szigorúan titkos!”/TOP SECRET shall not be destroyed. It shall be returned to the Competent Security Authority of the Originating Party when it is no longer needed or its validity period has expired. 

(2)
Unless otherwise agreed by the Competent Security Authorities, the authorized entities of the Receiving Party may destroy Classified Information marked CEKPETHO/„Titkos!”/SECRET, ПOBEPИTEЛHO/„Bizalmas!”/CONFIDENTIAL or 3A CЛУЖEБHO ПOЛ3BAHE/„Korlátozott terjesztésű!”/RESTRICTED upon the expiry of its validity period. The Competent Security Authority of the Originating Party shall be notified promptly thereof.

(3)
Classified Information shall be destroyed in a manner preventing its reconstruction in whole or in part.

Article 8
Visits

(1)
Visits from the state of one Contracting Party to the state of the other Contracting Party to places where Classified Information is handled or classified programmes or Classified Contracts are performed shall be allowed when a written permission issued in accordance with the national laws and regulations of the Contracting Party receiving the visitors has been obtained. Such permission can only be issued to persons who comply with the criteria defined under Article 4 (8)-(9) of this Agreement.

(2)
The procedures related to visits shall be defined and agreed upon between the Competent Security Authorities in accordance with the national laws and regulations of the Contracting Parties. 

(3)
The written visit request shall include the following data:

a)
name of the visitor, date and place of birth, passport (identification card) number;

b)
citizenship of the visitor;

c)
position, rank of the visitor and the name of the organization represented; 

d)
document issued by the Competent Security Authority according to the national laws and regulations confirming that the visitor holds a Personnel Security Clearance of a security level appropriate to the purpose of the visit;

e)
date, purpose and place of visit;

f)
names of organizations and facilities to be visited. 

(4)
The Contracting Parties undertake to guarantee the protection of the personal data of the visitors in accordance with their national laws and regulations.

Article 9
Classified Contracts 
(1)
Should either of the Contracting Parties, state institutions or Contractors perform a Classified Contract within the territory of the state of the other Contracting Party, the Competent Security Authority of the latter Contracting Party shall assume responsibility for the protection of Classified Information received under that Classified Contract.

(2)
Before either of the Contracting Parties releases Classified Information received from the other Contracting Party to the Contractor/subcontractor, the Competent Security Authority of the Receiving Party shall ascertain that:

a)
the Contractor/ subcontractor is capable to protect the Classified Information in accordance with the appropriate national laws and regulations;

b)
The Contractor/subcontractor that is a private or public organization holds an appropriate Facility Security Clearance;

c)
all persons whose duties stemming from a Classified Contract require access to Classified Information received are holders of appropriate Personnel Security Clearances and have been duly trained on their responsibilities and duties related to the protection of Classified Information.
(3)
All Classified Contracts shall contain a list of Classified Information with data suitable for the unique identification of all Classified Information transferred in relation to the  Classified Contract.

(4)
The prospective subcontractor to be involved in the performance of a Classified Contract shall meet the same security requirements as the Contractor, which the Competent Security Authority of the state of the Contractor shall ascertain in advance in accordance with the provisions of Paragraph 2.
(5)
The Competent Security Authorities shall inform one another about all Contractors/ subcontractors participating in Classified Contracts.
(6)
Classified Contracts shall contain the measures to protect Classified Information, and a notification obligation in the event of  Breach of Security and/or Compromise of Security of Classified Information as well as the measures to compensate for the damage thus incurred.

(7)
The Contracting Parties shall protect the intellectual property rights related to the Classified Information exchanged between them.

ARTICLE 10
TRANSFER OF CLASSIFIED INFORMATION
(1) Classified Information exchanged between the Contracting Parties within the framework of this Agreement shall be transferred between them through diplomatic channels. Classified Information may also be transferred encrypted or unencrypted through wire- or wireless data transmission system in accordance with the national laws and regulations of the Contracting Parties.
(2) Other means of Classified Information transfer may also be used, if mutually approved by the Competent Security Authorities.
ARTICLE 11
BREACH OF SECURITY AND COMPROMISE OF SECURITY
(1) In case of Breach of Security or Compromise of Security, the Competent Security Authority of the Receiving Party shall inform thereof the Competent Security Authority of the other Contracting Party without delay and shall ensure appropriate investigation. The Contracting Parties shall cooperate in the investigation carried out.
(2) The Competent Security Authorities shall inform one another of the measures taken to limit the damage caused by the Compromise of Security, the completion and results of the investigation, the cause of the incident and the extend of damage inflicted.
ARTICLE 12
EXPENSES

Each Contracting Party shall cover its own expenses incurred in the course of implementing this Agreement.

ARTICLE 13
SETTLEMENT OF DISPUTES

 The Contracting Parties shall settle any dispute arising from the interpretation or application of this Agreement by way of consultations between the Competent Security Authorities.
ARTICLE 14
FINAL PROVISIONS

(1) This Agreement shall enter into force on the thirtieth /30th/ day following the date of receipt of the latter of the diplomatic notes, in which the Contracting Parties notify one another of the fulfillment of their national legal procedures necessary for its entry into force.
(2) This Agreement is concluded for an indefinite period, and may be amended in writing by the Contracting Parties at any time. Either of the Contracting Parties may terminate this Agreement in writing through diplomatic channels. In such a case the validity of this Agreement shall expire six months after the date of receipt of the notice on termination.
(3) Notwithstanding the termination of this Agreement, all Classified Information provided within its framework shall continue to be handled and protected according to this Agreement or returned to the Originating Party.
(4) Upon termination of this Agreement, Classified Information, which the Competent Security Authorities of the Contracting Parties received, based on prior arrangements, with the obligation of returning, shall be returned to the Originating Party.
Done in ……………….on………….in two original copies, each in Bulgarian, Hungarian and English languages, all texts being equally authentic. In case of differences in interpretation, the English text shall prevail.
	on behalf of 

the Government of the 

Republic of Bulgaria 
	on behalf of 

the Government of the

Republic of Hungary
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